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Annomayun. B pabore ananusupyercs Tekyumiee passurue WM B miobGanbpHOM
KuOepOe30nacHOCTH U pa3bsACHsAeTCs KpuTuueckas mnosunus MW B mioOanbHBIX mpobiemax
kubepOezonacHoctd. OH  BBIIBHTACT WJACKD pEarupoBaHHs Ha TJIO0AJBHBIE  MPOOJIEMBI
kubepOe3onacHocTH, BbI3BaHHBIE WU, ¢ momompio MU. HckyccTBeHHBIH HMHTEIUIEKT TIPH
pa3paboTKe HOBBIX CIIEHAPWEB Yrpo3 B KuOepaTakax, TaKMX Kak Yrpo3bl aTak THIA «OTKa3 B
o0CIyXMBaHUM», Yrpo3bl aTaKk COLMAJbHOW WHXKEHEPUH, YIPO3bl BPEIOHOCHOTO KOAa,
aBTOMAaTHyeCcKass JKCIUTyaTalusl YSI3BUMOCTEH W Jpyrue oO0NacT, WMEIOT TUIWYHBIC CIydau.
Xakepckas koHdpepenmus 2018 IBM  Research mnpomemMoHcTpupoBama TOYHBIH  BBITYCK
BPEOHOCHOTO Kona BpemoHocHoU mporpammbl DeepLocker. TpamumnuoHHYyI0 OOOpPOHY TPYIHO
MPEeIOTBPAaTUTh. TEXHONOTHUS HCKYCCTBEHHOTO HWHTEIUIEKTa CTaHET BaXHOW cuiioii B OopbOe ¢
aTakaMl HUCKYCCTBEHHOTO WHTeIUIekTa B OymymeM. [Ipoanammsupyiite mpeumymiectBa AIGC,
npenctaBieHnble LLM, BeluncieHUsIMU 3HaHHUI Ha OCHOBE TpadoB 3HAHMM, ITYOOKUM 00yYyeHUEM
U JIPYTUMH CBS3aHHBIMH TEXHOJOTHUSMH, OOBSCHUTE TEKYIIUW CTaTyC pa3BUTUA U Oymyiiue
npopbiBHbIE Touku MU B mpuioskeHusX s aTak U 3allUThl B 00MacTH KUOepOe30macHOCTH, a
TAaKXKe TOABEAUTE HUTOT, 4TO TexHonorus MU sBnsgercs BaXKHOM 4acTh BO3MOXKHOCTEHW AKTUBHOM
6e3omacHoct. [IpomemoHcTpupyiiTe NOATUHHOCTE U A()(PEKTUBHOCTH 3alUTBI  CETEBOM
0€30MacHOCTH, JOCTUTHYTOM KOMaHAOW C HCIOJIb30BAHUEM TEXHOJOTHH HMCKYCCTBEHHOTO
uHTemekta. C 9To 1enpl0 PEeKOMEHIYeTCs YCWINTh HCCIENOBaHUS W MPHIOKEHUS, YTOObI
CIIOCOOCTBOBATh CO3MAHHUIO U Pa3pabOTKe MHTEIUICKTYalIbHBIX CETEeBBIX CHCTEM aTak M 3alluThl,
YKpemiATh UHGPACTPYKTYpy [HaHHBIX JJs CETeBBIX arTak W 3allUThl, a TakXke MOOIIPSITh
MpaKTHYeCKHiA (H(HEKT TEXHOIOTHN CETEBBIX aTaK M 3alIUThI UCKYCCTBEHHOTO MHTEJUICKTA.

Knrouegvle cnosa: WCKYyCCTBEHHBIN WHTEIVIEKT, KUOepOE30MacHOCTh, HEHPOHHBIE CETH,
MalIMHHOE O0I0YUYEHUE, MEXaHU3MbI 3aIUThHI

Annotation. The paper analyzes the current development of Al in global cybersecurity and
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clarifies the critical position of Al in global cybersecurity challenges. It puts forward the idea of
responding to the worldwide cybersecurity challenges brought by Al with Al. Artificial intelligence
in developing new threat scenarios in cyberattacks, such as denial of service attack threats, social
engineering attack threats, malicious code threats, automated vulnerability exploitation, and other
areas have typical cases. 2018 Hacker Conference IBM Research demonstrated a precise release of
malicious code DeepLocker malware. Traditional defense is difficult to prevent. Al technology will
be a significant force in dealing with Al attacks in the future. Analyze the advantages of AIGC
represented by LLMs, knowledge computing based on knowledge graphs, and deep learning and
other related technologies, explain the current development status and future breakthrough points of
Al in cybersecurity attack and defense applications, and summarize that Al technology is an
essential part of active security capability. Demonstrate the authenticity and effectiveness of
network security defense achieved by the team using Al technology. To this end, it is recommended
to strengthen research and application to promote the construction and development of intelligent
network attack and defense systems, strengthen the data infrastructure in network attack and
defense, and encourage the practical effect of artificial intelligence network attack and defense
technologies.

Keywords: artificial intelligence, cybersecurity, neural networks, machine learning, protection
mechanisms
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1. Beenenne

TexHonoruss MCKyCCTBEHHOIO HHTEJUIEKTa 3apoawiach B 1943 romy, korma
ncuxosnor YoppeH MakKawiok n maremaruk Yonrep llurrc npennoxuim nepByro
Monens Hedipona [l1]. B 1950 rogy yuénslii-komnerorepunk Jxon MakKapru
MPEJIOKWI TEPMUH «HUCKYCCTBEHHBIM MHTEIUIEKT» [2] W OpraHu30Bal MEPBYIO
KOH(pEpeHIMI0 MO0 HUCKycCTBeHHOMY wuHTeliekty. C 1950-x mo 1970-e romwl
MCKYCCTBEHHBI MHTEJUIEKT Pa3BWICS JO TaKOM CTEMEHU, YTO DKCIEPTHBIE CHCTEMBI
HavyaJIl MCIOJIb30BaThCA B XUMHUUYECKOM aHaIW3€ M JAUArHOCTHKE HH(EKIIMOHHBIX
3aboneBanuii. Ilocme 1980-x r0OAOB, ¢ TMOSBICHWEM MAIIMHHOTO OOy4YeHUS U
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HEWPOHHBIX CETEH, WCKYCCTBEHHBI HWHTEIUIEKT IPEBPATUJICA W3 IACCUBHOTO B
aKTUBHBIN, 2 aBTOHOMHOE OOy4Y€HHUE U pacliO3HaBaHHE 3aKOHOMEPHOCTEH B JaHHBIX
CTajJu pealbHOCThIO. B Hacrosiee BpeMsi KOMMYHUKAIMOHHBIE U CETEBbIC
TEXHOJIOTUM BBICOKO PAa3BUThI, a YWUCIO JIIOAEH, HUCHONIb3YIOIUX MHTEpHET W
NuTepHer Bemied, TakXe NPOJAEMOHCTPUPOBAIIO B3pBIBHOW pocT. bnarogaps
OONBIIMM JaHHBIM W TITyOOKOMY OOYYEHHIO WMCKYCCTBCHHBIM HWHTEIUICKT IaXKe
IPEB30IIET YPOBEHb PACIO3HABAaHUS HW300paKEHUH W E€CTECTBEHHOTO S3BIKA.
M cKyCCTBEHHBIN MHTEJIEKT JIOCTUT YEJIOBEYECKOTO YPOBHS M MOXET JaTh XOPOILIUE
pe3yabpTaThl BO MHOTMX O0JNACTAX, TAKUX KaK 3[paBOOXpaHEHUE, (PMHAHCHI U CEIbCKOE
X0351cTBO. B OyayliieM MCKyCCTBEHHBIN MHTEIJIEKT MPOJOJIKUT Pa3BUBATHCS, U €TI0
UCIOJIb30BaHUE  Takxke Oyner  crnocoOCTBOBaTh — JAJIbHEWIEMY — pPa3BUTHUIO
YeJIOBEYECKOro 00IIeCTRa.

B Hacrosimiee BpeMs NpakTHYECKH BCE CTpaHbl BbIPAOOTANM IMOJUTHUKY
noAJep KK pasputusa npwiokenun WM. Hampumep, VYnopasieHue HaydHO-
TexHudyeckol mnomutuku bemoro goma [3] Beimyctwio  «HanuoHanbHBIN
CTpaTEerHYeCKUN IJIaH HMCCIENOBAaHUN M Ppa3pabOTOK B 0O0JIACTU HCKYCCTBEHHOTO
unremekra Ha 2019 rony», Poccust — «Tekyiee cocTosiHUE U IEPCIEKTUBBI Pa3BUTHUS
¥ TIPUMEHEHUS! UCKYCCTBEHHOTO MHTEIIEKTa B BOCHHOU c(epe», a MpaBUTEITHCTBO
@®pannuu 00BABWIO, YTO B TEYEHUE NSATHU JET HHBecTHUpyeT 1,5 mupa. eBpo B
pazButue crparerud  HMMW. Yrto kacaercs COTpyOHMUYECTBA, TO  MHOTHE
MEXKTyHapOIHbIe KoMNaHuu, Takue kak Microsoft, IBM u Cisco, Takxe MIaHUpPYIOT
YCOBEPIIEHCTBOBATh 3KOCUCTEMY O€30MacHOCTH C IMOMOIIBIO KpPyHMHOMAaCIITAOHOM
TEXHOJIOTUU S3bIKOBOTO MozaenupoBanus (LLM).

Opnnako, B TO BpeMsi KaK MCKYCCTBEHHBIH MHTEJUICKT OBICTPO Pa3BUBAETCS, OH
TaK>ke MPUBHECET HOBBIE BBI30BBI B paziinyHbie cepbl yenoBeueckoro odmectra. C
TOYKH 3PEHHsI CETeBOM O€30MaCHOCTH, TEXHOJIOTHS HCKYCCTBEHHOTO HWHTEIIEKTa
MOXKET YCTPAHUTh HEOCTATKW TPAJAMIIMOHHBIX CHUCTEM O€30I11aCHOCTH, MOBBICUTh MX
obmue mnokazarenu Oe30MacHOCTH W OOECHEeuuTh JIYYIyl0 3allluTy OT Bce Oosee
CIIOKHBIX KHOepyrpo3 [4].

CTOnKHYBIIUCh € HEW30€KHOW TEHICHIMEW yYacTHsl HMCKYCCTBEHHOTO
UHTEJVIEKTa B CETEBOM 0€30IacHOCTH, B 3TOM CTaTh€ OINUCHIBAIOTCA HOBBIE
U3MeHeHns, BHeceHHbIe MM B 1IenouKy ceTeBbIX arak [S], ¢ TOUKM 3pEHUS LENOYKU
ceTeBbIX arak. lloka3aHbl HOBBIE MPEUMYIIECTBA HOBBIX THUIIOB CETEBBIX aTak B
MHTEJJIEKTyalbHBIX aTakax Tumna «DoS-araka», JTUKBUIALUS BPEJOHOCHOIO KOAA,
aBTOMAaTHYE€CKOE€ TECTUPOBAHME HA MNPOHUKHOBEHHE U T.J., KOTOPOE IPHUBIIEKIIO
BHUMAaHUE JIIOJIeH K CETEBBbIM aTakaM, yIpaBIsieMbIM MUCKYCCTBEHHBIM HMHTEICKTOM.
Takke Moka3zaHo, YTO C TOYKH 3PEHHUSI CETEBOM 3alIUThl UCKYCCTBEHHBIN WHTEIJICKT
TaK)K€ MOMKET IMOKa3bIBaTh XOPOIIUE PEe3yJbTaTbl, OCOOCHHO MpPH IMOMCKE CETEBBIX
YSI3BUMOCTEM, OOHapy>K€HHE YA3BUMOCTEH CIOCOOCTBYET BBHITIOJHEHUIO CETEBBIC
aTakd, U 3TO TaKXKe CIIOCOOCTBYET 3alllUTE CETH. 3a0IarOBPEeMEHHOE HCIIPABICHUE
YVS3BUMOCTEH B OONBIIEH CTENEHH CIIOCOOCTBYET IMOIACPKAHHIO  CETEBOM
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Oe3omacHocTH. HakoHer, B 3TO#l cTaThbe Kparko H3JAraroTcs MpOoOJeMbl Pa3BUTHS
TEXHOJIOTUH HMCKYCCTBEHHOTO WHTEJUIEKTa M BBI3OBBI, KoTophie MU craBuT mepen
ceTeBol 0€30MacHOCThIO, a TAaK)KE BBIIBUTAIOTCS TPEJIOKEHUS IO TMOICPKAHHIO
ceTeBoil OeszomacHoctu. llenp crarbu - moka3aTh, 4TO MPOOJIEMBI TIIOOATBHOMN
ceTeBOl 0€30IMacHOCTH HeOOX0IUMO pemrarh copmectHo ¢ M.

2. KuOeparaku, ynpasjisieMble HCKYCCTBEHHBIM HHTEJLJIEKTOM

[Ipu npoBeneHnn kuOeparaky, BHEIPEHUE UCKYCCTBEHHOIO UHTEIUIEKTA B aTaKy
uMeeT JBa mpeumymiecrBa. C OIHOM CTOPOHBI, TEXHOJOIHS HCKYCCTBEHHOI'O
UHTEJUIEKTa JeNlaeT 3ajauy KuOeparaku Oojee  aBTOMAaru3MpOBaHHOW U
MaciiTabupyemMoi, a CcTouMocTh - Huxke. C JIpyroil CTOpOHBI, TEXHOJIOTHS
VCKYCCTBEHHOI'O HHTEJJIEKTa MOXKET aBTOMAaTHYECKM aHAJIM3UPOBATh MEXaHU3M
3alIUTHl LEIH, HAaXOAWUTh cjabble MecTa, a 3aTeM TIeHEpPUpOBAaTh HOBBIE AaTaKH,
OCHOBaHHBIE Ha J3TOM C1a0OCTH. ODTH HOBBIE aTakKM MOTYT OOOWTH MEXaHH3M
0€30I1aCHOCTH U MOJIy4HTh O0JIee BBICOKMH NMPOLEHT ycnexa arakd. Cyns o Moaenu
LEMOYKH CETEBBIX aTaK, UCKYCCTBEHHbI MHTEIUIEKT OXBAaTHII BECh JKU3HEHHBIA LUKII
CETEBBIX aTaK, Kak I10Ka3aHo B Tabnuue 1.

2.1. Humennexmyanvnasa amaxka muna «DoS-amaxay

PasBenka n oTciexuBaHMe — 3TO NEPBBIM ATAIl LEMOYKU NOpakeHUM cetu. Ha
OTOM JTalle SAAPOM OIEpallMM B OCHOBHOM SBISIFOTCS Pa3jIMYHbIE CPENCTBA JUIS
NOJIyYeHHUs] KaK MOXHO Oonpuieil HHQOpManuu O TMOABEPriieMcs HanaJeHUI0
M0JIb30BarTese, YTOObl HAWTU HEAOCTATKU M Ja3eWKH y MOABEPruIerocs HamaJeHHUIO
M0JIb30BaTes, 00eCneYnTh 3PPEKTUBHOCTD ATAKH.

Amuc ke
{Master
Bt
Cantralisry

1aT Netwark

Puc. 1. Asmonommnvie, unmeniexmyanvhvle u KpynHomacuimadonvie amaxu muna «DoS-
amaxay
Fig. 1. Autonomous, Intelligent and Scaled Launching of DoS Attacks
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DDoS-araku, ciyxaiiye NpUKpbITUEM AJIA aTak, CIIOCOOCTBYIOT JPYIMM akTaM
Kpaxu uHPOpMAllMM H MOTYT WIpaTh OIpPEACNICHHYI0 pOJb B pa3Beake U
OTCIIe)KMBaHUU.YUTO KacaeTcsi MHTEIUIEKTyalbHbIX aTtak tumna «DoS-araka» (DoS) [6],
TO C yBETMYEHHEM MaciiTaba W 4acTOThl OOTHETOB M pacCIpeleNICHHBIX aTak THUIIa
«DoS-araka» (DDoS), unrerpupoBanusiii B DOS, NCKyCCTBEHHBIN MUHTEIJIEKT CTAHET
ocHOBHOM (popmoit DoS-arak B Oymyriem.

Ceronnst Hexkotopeie DDoS-aTaku MCHONB3YIOT TEXHOJOTHIO HMCKYCCTBEHHOIO
WHTEJUJIEKTA JIJIsl TIOAKIIOYEHUS MUJTMOHOB 1IEJIEBBIX YCTPOUCTB U CO3/IaHUS POEBOM
CeTU. OTU TPYNMOBBIE CETH C BO3MOXHOCTSIMU CaMOOOYyYEeHHUS! HMCKYCCTBEHHOTO
WHTEJJIEKTa MOTYT NPUMEHSATh CBOM COOCTBEHHBIE CTpaTerud, OCHOBAHHBIC Ha
uHpopManuu 00 yCTpOMCTBEe, 6€3 HEOOXOJUMOCTH OTIPABISATH KOMAaHJbI U JPyTHE
KOH(UJICHIIMATBHBIE OINEepaluid 4Yepe3 TEPMHUHAT YIPaBICHUS, IO-HACTOSIIEMY
peanusys JeUEeHTPATN30BaHHOE aBTOHOMHOE MHTEIIEKTYalbHOE COTPYIHUYECTBO U
3HAYUTENIbHO MOBBINIas cnocoOHocTh DDoS arakoBarh Ooliblliee KOJIUYECTBO Iieei
OJTHOBPEMEHHO.

2.2. Ilpumenenue ucKyccmeenHHo20 UHMEN1eKMA 6 COUUAIbHOI UHMCEHEPUU

CouunanbHasi ”HXEHEPHUST — 3TO MCIOJb30BaHUE YEJIOBEUECKUX YSA3BUMBIX MECT
JUISL  TOJyYeHHUs 1IeHHOW uH(opManuu. YyacThe COIUaIbHON HMHXKCHEPUH
HEOOXOUMO JIJIsI Pa3BEIKM M OTCICKHBAHUA. B CBSI3M C STUM KIIOUEBYIO POJIb
CBITPAJIO PA3BUTHE TEXHOJIOTMA HMCKYCCTBEHHOTO WHTEJJIEKTA, TAKUX KaK MEPEBOJI
S3bIKa C TIOMOIIIbI0 MCKYCCTBEHHOTO MHTEIIEKTa, IU(PpoBas 00padOTKa ¢ MOMOIIBIO
HMCKYCCTBEHHOIO MHTEJIJIEKTa M TEHEpalus TEeKCTa C IOMOIIbI0 HCKYCCTBEHHOIO
uHTeliekTa. B dactHocTH, TexHomorus DeepFake [7] mo3BoiseT moanenbiBaTh
BUJIe0, aynuo u kaptuHku, a ChatGPT[8] MoxeT co3naBaTh MHTEIICKTYalbHBIX YaT-
00ToB. Bece 3Tu npuiioxkeHust Il UCKYCCTBEHHOTO MHTEJIEKTA MOKA3bIBAIOT, UTO MPHU
BHEJIPEHUH TEXHOJIOTUU UCKYCCTBEHHOTO MHTEJIEKTA aTaKu COIMAIbHON UHKEHEPUU
COKpAaTsT 3aTpaThl U 3HAYUTENILHO TMOBBLICAT BEPOSITHOCTH ycliexa. B uccnegoBaHuu
Darktrac, o3arnaBineHHOM «BrusHHE CO3MaHUSI UCKYCCTBEHHOTO HWHTEJUICKTAa Ha
KuOepaTaku MO DICKTPOHHOM II0YTe», KOJWYECTBO HOBBIX aTaK COLMAIBHOM
WHKEHEPUH, OCHOBAHHBIX HA MCKYCCTBEHHOM MHTEJUIEKTE, YBENUYMIOCh Ha 135% c
MomeHTa Bbixona ChatGPT. B wacTHocTH, 3a mocieaHue TPU Mecsla KOJUYECTBO
MOIIICHHUYECKUX 3JIEKTPOHHBIX MHUceM yBennumioch Ha 70%, yto 3actaBmiio 82%
Jroficli  OSCIIOKOMTHCS O TOM, YTO XakKephl TENEPh HCIONB3YIOT TEXHOJIOTHIO
HMCKYCCTBEHHOTO HHTEIJIEKTa JUIsI aBTOMATHMUYECKOM M OBICTPOM TIeHepaluu
HEOTJIMYUMBIX MOIICHHUYECKUX JIEKTPOHHBIX MTUCEM.

IOanbmyns o u gpyrue [9] HCHONB30BaM TEXHOJIOTHIO PEKYPPEHTHOM
HEUPOHHON CEeTH /JId TeHEpaluu MOAJEIbHBIX KOMMEHTapueB. JTH KOMMEHTApUU
MOTYT HE TOJIKO YCKOJIb3aTh OT OOHapy»EHUs YEJIOBEKOM, HO U, KaK MOKa3aJu
UCCIIEJIOBaHUS, UX PACIO3HABAHUE JIOJBMU OUYE€Hb BBICOKO.
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Puc. 2. Iloooenvrulii ¢haiin, ceenepuposanmvlli UCKYCCMBEHHHIM UHMELLEKMOM
Figure 2. Fake file generated by artificial intelligence

2N LEZELNIER AT

Jlx. Ceiimyp u ap. [10] ucnonb3ys TEXHOJOTHIO KPYTOBOM HEMPOHHOW CETH
SNAP_R, nayunnu co3gaBarh (PMIIMHTOBBIE IOCTHI JIJIs1 KOHKPETHBIX MOJIb30BATENEH,
a KOJIMYECTBO IIEPEXOAO0B M0 CChUIKaM, OTclexuBaomuM [P-anpeca, nokassiBaet, 4To
pasMellleHHas nojaeabHas uHpopManus oOMaHyla Ivia3a JIIoAeH. DTH TEXHOJIIOTUU
MOTYT OBITh MCIOJB30BaHbBl B MOILIEHHUYECKUX JJIEKTPOHHBIX MUCbMAaxX s
noctwxkenus 3¢pdexra nognenok. Eciu oHM He OyqyT OCTOPOXKHBI, IPOU30MIET
yTeuKa MHPOpMAaIHH.

Taodanna 1 Monens ceTeBOM [EMOYKHU aTak
Mopeab 1eMOYKHU ceTeBbIX aTaK ((KU3HEHHBbIH HMKJI CeTeBOH aTaKku)

Ne TIpukiaaHeie Pa C bl Va Ye Yip Hoct
HCCJIeI0BaHUS 3BEe/IKa U 03/1aHK1e oCTaBKa 3BUMOCTH TaHOBKa U aBJICHUE U WKEHUE 1NN
CIICKEHNUE OPYXHS BHEJPEHHE KOHTPOJIb
1 OcBOOOXKIEHUE OT
BPEJOHOCHOTO KOIa
2 YMubII To6op N
napoist
3 Hosoe pemenne N
KOJia IIPOBEPKH TEKCTa
4 WHTennexryanbHas N N N
araka tuna «DoS-araka»
5 Ipumenenne MU B N N N
COLUAIbHON MHKCHEPUU
6 Meronsl co31aHus U N v N N

HCTIONB30BaHMSI HOBBIX
BPEIOHOCHBIX IIPOrPaMM

7 ABTOMAaTHYECKHIT N N N N
HUHCTPYMEHT ISt
TECTUPOBAHUS Ha
[POHUKHOBEHHE

8 I'enepauust DGA Ha N

OCHOBE INTyOOKOTr0 00y4eHHUs

1.1. Oce000stcoenue om 6pedoHOCHO20 KOOA
OTtcyTcTBHE BpenoHOCHOTO Koia [11] sBisieTcss OCHOBHBIM TpeOOBaHHEM JJist
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CO3/IaHMSI CETEBOTO OPYXKHs JUISl LIEMHOTO MOpPaKeHHUs. XOpollee OpYXKHUE aTaku
JOJKHO OBITh TPYJHO YHUYTOXKHUTH. OTCYTCTBHE BPEJOHOCHOTO KOJAa - XOPOIIUN
croco0 3aluThl. B CBS3HM C ’TUM HECKOJIBKO MCCIEA0BATEIBCKUX TPYII MPEATIOKUITN
HECKOJIbKO aJITOPUTMOB, OCHOBaHHBIX Ha ITyOOKOM 00ydeHHHU ¢ nmoakperuieHueM, API
[12] BcTaBKy MOCIEIOBAaTEIBHOCTA M TPAJAMEHTHBIN CIYCK C JeTalu3alueil Mo
Oaiitam. BepoATHOCTh ycnexa 3THUX aJIrOPUTMOB B JIOCTHXKEHUU CTaTHYECKOIO
OTCYTCTBHUA OIIMOOK B MOAEIIUPYEMBIX TaHHBIX focTuraet 90%.

I'pocce K. m np. [13] wucnonb3oBanu airoputM NOpsSMOM NPOU3BOIHOU,
OCHOBAHHBI! Ha aTake HEUPOHHBIX ceTeH, /i 00xona oOHapyxeHuss DNN Ha Habope
nanHeix DREBIN  Android B mnpeAanonokeHuu, YTO aTaKyoIIEMy HW3BECTHBI
CTPYKTypa U HapameTpbl HEHpOoceTeBoi Mojenu, ¢ 85%-HOoi BEpOsSTHOCTBIO ycrexa.
Hu W. [14] ucrnonb3oBan aJbTepHAaTUBHBIE AETEKTOPBI JJISI HACTPOMKH CHCTEMBI
OOHapy»KEHUsl «YEPHOTO SIMKa» Ha HAOOpe JaHHBIX malwr B MpPeanooKEHUHU, YTO
3JIOYMBIIIJIEHHUK 3HAaeT O (YHKIMOHAIBHOCTU, HCIOJNB3YeMOH aJrOpUTMOM
OOHapy»KEHUsI BPEIOHOCHOTO KO/Ia, TaK YTO JCTEKTOP «UYEPHOTO SIIUKa» HE yCIeBal
3a YacTOTOM HACTPOMKH BPEAOHOCHOTO Koaa MW, mo cyth, goctur 100%-Hoii
YCTOWYMBOCTH, M B TO JK€ BpPEMs MHCIOIb30BaJl BCTAaBKYy HEPEIEBAHTHBIX
nocnegoBarenbHocTe API ms o6xoqa RNN, ocHOBaHHOIrO Ha ITOCJIENOBATENIHLHBIX
npusHakax API, nis o6Hapyxenus BpenoHocHoro koaa [15]. Ilpu stom, moka3zarenu
0e3TecTOBOCTH BapbUpoBamuchk or 96,97 no 99,56%. Konocnamxku b u ap. [16]
IIPOBEJIM TECTUPOBAHHME HA TaKWX HAOOpax JaHHBIX, Kak VirusShare, u oOHapyxuiu,
YTO QJITOPUTM TPAJUEHTHOIO CITyCKa, HCHOJB3YIOIIMN TIpaHyIspHOCTh OailToB,
MO3BOJIMJI  TIOJIyYUTh IIOKAa3aTellb OTCYTCTBHS BPEIOHOCHBIX mporpamm 92,83%.
Anpepcon X.C. u ap. [17] ucnonb3oBanu aTaky «4YE€pHOIO AIIMKAa» HAa OCHOBE
oOyueHHUs ¢ MOAKPEIICHUEM MPOTUB Mojenu MamuHHoro ooyyenust Windows PE ¢
yenemHocThio 99,3% B Tecte kill free Ha ocHoBe nmannbix Virus Share, VirusTotal.
[IpumeHeHne HMCKYCCTBEHHOTO MWHTEIUIEKTa TOBBIMIAET 3(PPEKTUBHOCTH CPENICTB
KHOEPHETUYECKON aTaky U JIeJIaeT UX OUYeHb YIOOHBIMU JIJISl UCTIOIb30BAHMUS.

1.2. Hosvle memoOwt co30aHus u UCNOIb308AHUA 6PEOOHOCHBIX NPOZPAMM

Pazymeercs, 3¢ pexTHBHOCTD 3aIUTHI OT KHOEpaTaKk HE MOXKET OBITh TTOJTHOCTHIO
rapaHTUpOBaHa  TOJIBKO  YHUYTO)KEHHEM  BPEJOHOCHOTO  KOAA,  IO3TOMY
3JIOYMBIIIJIEHHUKA HAyajld HCIOJIb30BaTh METOJIbl MCKYCCTBEHHOIO MHTEIJIEKTA s
CO37aHusl BPEIOHOCHBIX IPOrpaMM C HOBbIMM cxemamu arak. B 2018 ronmy
uccnenoBarenn IBM mnpencraBunu DeepLocker [18], xoTopblil monoxusi Hayaio
pazBuTuo BpenoHocHoro IIO nHa ocnoBe MM. B 2023 rogy xakepbl Havyaiu
ucnonb3oBarh ChatGPT nans Hanucanusi BpeloHOCHBIX mnporpamm. Hampumep,
uccienoBarenn kubepoesonacHocTu kommnanun CyberArk coBmectHo ¢ ChatGPT
co3nanu nonuMmopdHoe BpemoHocHoe [IO0 [19], aBromarusupyromee 3hdext
MyTaluu Kkoja. TakuMm oOpa3oM, MEXaHHU3M 3alyCKa BPEIOHOCHOTO TOBENICHUS,
orpasisiemoro MU, npencrapiser coboit Oombiryro mpobaeMy Jjis HccieaoBaTeen
0€30MacHOCTH, IOCKOJBKY TpaJHLMOHHBIE METOABI aHaiau3a BpeaoHocHoro 110
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3aTpyAHeHbl 11 3G(EKTUBHOTO aHAIM3a BPEJOHOCHOTO MOBEACHHUS, TEHEPUPYEMOTO
U, n aBndr0TCsl yCcTapeBIIMMMU.

B pabore JI. Kupar um np. [20] wucnoms3oBanmack Texnuka DeepLocker,
MO3BOJISIONIAS CKPBITh aTakylolllee MOBEACHHE NPOrpaMMHOIO OOECHEeUeHUs, YTO
no3BoysieT u30exarb OOHApY)KEHHWS U TMOBBICUTH A(PPEKTUBHOCTH  PaOOTHI
BpeIOHOCHOM mporpammbl. baxcen u np. [21] ucnonszoBanu moaens DeepPhish ms
OOy4YeHHs] HMCKYCCTBEHHOTO HWHTEIJIEKTAa MPOBEACHUIO aTak U JKCIEPUMEHTATbHO
JOKa3ajid, 9TO TIyOOKWid (DHUINWHT, yHpaBIsSeMbld HCKYCCTBEHHBIM HHTEIJICKTOM,
NPEBOCXOIUT TPaauUMOHHBIA (umuHr. Boaligaii Xy [14] u ap. creHepupoBaiu
BpenoHocHoe IIO Ha ocHoBe anroputMa coctsazarenbHoil cetu (GAN) mis
s pexTHBHOTO 00X0/1a IETEKTOPa «UYEPHOTO SIIHUKAY.

Puc. 3. JlunJloxxep, Fig.3. DeepLocker, [ 3. /%/ZHH

KeitBan Uynr [22] ucnonb3oBaid METOA Kiactepusanuu Kmean st co3maHud
CaMOOOYYaIOIUXCsl BPEAOHOCHBIX TMPOrpamMM, CIHOCOOHBIX MAaCKHpPOBATHCS O]
HeIpelIHaMepeHHbIe cOou B paboTe KOMIMBIOTEPHOW MH(PPACTPYKTYPHI U HAPYIIATh
paboTy CHCTEMBI YIpPaBICHHS KOMIIBIOTEpHOW cpenoil. HoBbie THIIBI BPEIOHOCHBIX
IIporpaMmM, HECOMHEHHO, JIeJIAl0T OpykKHe Kubeparak 0ojiee MOIIHBIM, B 3TO MOIIHOE
OpYy>KH€E BHEAPSIETCS B LICJIEBYIO CUCTEMY WJIM CETh MOCPEICTBOM MHTEIJIEKTyalbHbIX
CEPBUCHBIX arak, MAaCKUPYsACh TMOJ JJICKTPOHHbIE TUCbMa H T.J., YTOOBI
MOJATOTOBUTHCS K MOCIIETYIOIIUM MOPAXKEHUSIM.

1.3. Hucmpymenmaul agmomamuuecko2o mecmupoeanus Ha NPOHUKHOGEHUE

TecTrupoBaHue Ha TPOHUKHOBEHHE, KaK CPEICTBO MOMCKA YSI3BUMOCTEU, MOXKET
NOMOYb IPEJICTABUTENIIM O€30MaCHOCTH YCTPAHUTh HEIOCTAaTKU CHCTEMbI, a
KUOEp3TOyMBIIIUICHHUKaM - HayaThb aTakd. ABTOMaTHU3UpPOBaHHBIE CpEICTBA
MPOHUKHOBEHUS CTAIA OPUIIMATBHO BBIMYCKAThCsl C MOMEHTA MIPOBEJICHUS KOHKYpCca
CGC, opranuzoBaHHoro komnanue Darpa B 2016 romy. Hogseiimue
WHTEJUICKTyaIbHbIE apXUTEKTypbl NpoHUKHOBeHUs DeepExploit, Mayhem u apyrue
[23] mo3BOISIIOT IPOBOAUTH (D (PEKTUBHBIE, KAYECTBEHHBIC U HEAOPOTHE aTaKH.

Moxamen C. Tawem wu ap. [24] m0OpeacTaBWIM  HHTEIUIEKTYalbHYIO
aBTOMAaTU3UPOBAHHYIO CUCTEMY TeCTHpOBaHUs Ha mpoHukHOBeHUE (IAPTS), kotopas
UCIIOJIb3YET TMOAXOJ K MOJenupoBaHuio cpeabl W 3amad IIT kak vacTudyHO
HaOJI0JaEMOro MapKOBCKOIO IMpOLlecCa MPUHATUSA PELIEHUH, TIe peaau3yemble
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cTpareruu pemarorcs ¢ nomoiisio POMDP, a o0yueHue ¢ noaKpersyieHueM yay4diiaeT
[IT ¢ Touku 3peHus 3aTPAYEHHOTO BPEMEHU, OXBAYEHHBIX BEKTOPOB aTaK, TOYHOCTHU U
aKKypaTHOCTH, YTO TO3BOJISIET €l paboTaTh Jydile JI000ro 4eIoBeuecKoro dKCrepra
no IIT. L. Jlu u npyrue [25] Opennoxkuyid aBTOMAaTU3UPOBAHHBINA MOAXOH K
TECTUPOBAHUIO HAa TMPOHUKHOBEHHE, OCHOBaHHBIM Ha apxutTekrype DeepExploit ¢
areHToM OoOydYeHHsI C TOAKperuieHneM, oOydeHHbIM 1o wmomenu A3C [26] mis
MOJyYEHUsS] OMbITa B BHIOOPE TOYHBIX MOJE3HBIX HArpy30K MJIs HCIOJIb30BaHUS
UMEIOIIUXCS YA3BUMOCTEH C LIEJbIO OBICTPOrO BBISBICHUS YA3BUMOCTEW cepBepa.
WcKycCTBEHHBI HWHTEIUIEKT OKaszajics Oosnee 3(PQEeKTHUBHbIM, YEM YEJIOBEK, B
pELIeHUH 3a7a4 TTOUCKA YSA3BUMOCTEN U APYTUX aCHEKTOB.

1.4. Humennexkmyanvnoe noooupanue napo.neii

UTto KacaeTrcss HHTEIUIEKTyaJbHOIO B3JIoMa Mapoisiei, To kommanuss Home
Security Heroes npoBena uccinegoBanue, B X0/1€ KOTOPOTO BBISICHUIOCH, 4TO 51% u3
15,6 MuIH. mapoJsiel MOKHO B3JIOMarb MEHEE YEM 332 MUHYTY C MTOMOIIBIO Pa3INYHbIX
METOJIOB UCKYCCTBEHHOT'O UHTEIIJIEKTA.

Ecnu Bpemsi B3j0oMa yBEIMYHUTH JO OJHOIO 4Yaca, TO MOXHO B3ioMarb 65%
naposer. Kpome toro, mpu najbHENIIEM YBEIUYEHUH BPEMEHH B3JI0Ma BBISICHIIOCH,
yto 71% mnaponeil MoxeT ObITh B3JIOMaH 3a JIeHb, a 81% - 3a mecsau. KoHkpeTHbie
CIIEHapuU B3JIOMa TMaposieil mpuBeneHsl B Tabn. 2. Kpome Toro, komMmnaHus
pa3paborajna TeCTOBOE NMPOrpaMMHOE 00OeCIieueHre, MPU BBOJIE TECTOBOI'O MapoJisi OH
Boijact WM oxumaemoe BpeMs  B3JIOMa, KOHEYHO, CKOPOCTh  palOOThI
WMHTEJIEKTYalbHOTO TApojisi HE MOXET ObIThb YyayulleHa 0e3 JAJIMTEIbHBIX
UCCJIeI0BAaHUN MHOTHX HAYYHBIX KOJUIEKTUBOB.
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Puc. 4. DeepExploit
Fig. 4. DeepExploit
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®anbu FOi u np. [27] npenctaBunu GNPassGAN, korma Beixoa Pass-GAN
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xoMmOuHupyetcs ¢ BoixogoM HashCat, on cioco6en nono6pars Ha 51%-73% Oosnbliie
napoJseii, uem npu ucnonb3zoBanuu Toidbko HashCat. Wxusn Cs u ap. [28] pemnnu
otkazarbcsi oT HedpdekruBHocTn HashCat u mpemnoxwmiu GENPass. Mcnonssys
reneparop napojiei PCFG+LSTM, couetatomuii Heiiponnyto cetb U PCFG, onu
DKCIIEPUMEHTATIFHO  JIOKa3ajld, 4YTO JTa KOMOWHAIMS TOBBIIIAET CKOPOCTH
pactumdpoBku Ha 16%-30% 10 CpaBHEHHIO C TAPOJISMHU, HCIOIB3YIOITUMHU TOJIHKO
PCFG [29]. Hapuo Ilackuau u apyrue [30] ucmonb3oBanu Tryookoe oOydeHHe st
yAy4dlIeHUus: 0Oy4eHHs] TPEICTABICHUSAM JIOTaJI0K MPU pacliuPpoBKE MaposIeid, YTo
no3osuiao MW momyuyars pe3ynibTarbl ¢ BBICOKOW CTEMEHbIO JEU(POBKU 3a CUET
obicTporo oOyueHusi. Ilozguee ®anwvu IOt u gp [31] ycoBepiieHCTBOBAIU
reHEpaTUBHBIE aJIBEPCAPHBIE CETH, KOTOPhIe MOXKHO HCIIOIB30BaTh I aBTOHOMHOTO
yrajiplBaHus naposeit rno tpaiy. I[lo cpaBHeHuUto ¢ coBpeMeHHON Mozaenbto PassGAN,
GN-PassGAN cwmorna yragare Ha 88,03% Oosnbllie maposieil U creHepupoBarh Ha
31,69% wmenbe nyonukatoB. Ilo cell neHb WHTEIUIEKTyalbHBIA B3JIOM Mapojei
MIPOJIOJKAET Pa3BUBATBCS BMECTE C PAa3BUTHEM TEXHOJOTHM HMCKYyCCTBEHHOIO
WHTEIJIEKTa, W T[IOCTOSHHO TOSBIISIIOTCS HOBBIE KOMMEPYECKHE MPOAYKTHI.
HHTenneKkTyaabHbIi  B3JIOM THapojiell IO3BOJIIET KHOSPHETHUECKOMY OPYXKHIO
BBIMIOJIHATH KOMaHAbl B CETEBOM CHUCTEME 1eJIh, YTO SBISIETCA BaKHBIM
WHCTPYMEHTOM JIJIs1 Kpaku HH(POPMAIIUU 1 BBITIOTHEHUST KOMAH/I.

1.5. Yempoiicmeo ona pewenua mexcmogoi kanuu (CAPTCHA)

UTtoObl TpeAoTBPATUTh AaBTOMATUYECKOE BBHIMIOJIHEHUE BBICOKOUACTOTHBIX
obOpamienuit UM, mpaktudecku Bce cUCTEMBI U caiiThl ycraHaBiuBaior CAPTCHA
JUIsT BepU(DUKAIIUU «YEIOBEK-KOMIBIOTEp». B Takux CcleHapusx TpaJAUuIIMOHHBIC
Meronsl OCR [32] mo3BossaoT 6e3 moMeX pacro3HaBaTh OOBIYHBIE TEKCTOBBIC
CAPTCHA, HO ¢ pa3BUTHEM TEXHOJOTUWA HEMPaBUIbHO OTHOPMATUPOBAHHBIE
tekctoBble CAPTCHA co3nator HOBBIE mpoOsieMbl. [ToaTomy uccienoBarenu Takxe
pa3paboTanyd HOBBIA METOJ ABTOMAaTHYECKOTO PACIO3HABAaHUS C HMCIOJIb30BAHUEM
METOJIOB MCKYCCTBEHHOTO HWHTEJUIEKTa, YTOOBl JOOUTHCS aBTOMATHYECKOTO
pacniozHaBanusi CAPTCHA c¢ Oonee BbICOKOW TOYHOCTHIO. B 3akitoueHue clieqyet
OTMETHUTh, YTO METOAbl MCKYCCTBEHHOTO HHTEJUIEKTA MOTYT OOECIEUUTh PEIICHUS
JUTSl aBTOMaTU4YE€CKOrO0 MPOHUKHOBEHHUSI C 00J1€€ BHICOKON 3(DPEKTUBHOCTHIO U HU3KOU
CTOUMOCTBIO.

Hynnsia Croit u ap. [33] ycoBepuieHcTBOBayi Meton oOyuenuss MM Takum
o0pa3oM, 4TO OH aBTOHOMHO BBIOMpPAaeT MH(POPMALIMOHHO HACBIILEHHbIE 00pa3ibl JIJIs
oOydeHus1 6e3 pydHOro KOHTPOJISI, YTOOBI MOTYUYUTh OOYUYarOIIMe METKH B PeaJbHOM
BPEMEHHU, a 3aTeM BBIOMpAET YCIEIIHO paclo3HaHHble oOpa3lbl s O0yudeHHus
HEHPOHHOW CETH, YTO TO3BOJISIET JOCTUYh BBICOKOW TOYHOCTH (DYyHKIUU
pacnioznaBanusi CAPTCHA wu moswicuth ckopocth pacuuppoBku CAPTCHA B
ciy4yae HeOombioro Habopa nanubiX. TsHb Lsgub [34] w0 ap. mpeioXuivd HOBYIO
cuctemy pacno3HaBanusi CAPTCHA Ha oCHOBE KOHBOJIIOIIMOHHOM HEMPOHHOM CETH,
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ucrnonb3ys ¢peiimMmBopk mirybokoro oOyuenuss Tensorflow st npumeHeHus
KOHBOJIFOIIMOHHOW HeWpoHHOM cetu B obmactu pacnoszHaBanus CAPTCHA,
onmaronapst yemy kodpdunment pacnoznaBanust CAPTCHA nocturaer 92%. FOit H. u
ap. [35] ucnons3oBanmu s B3noma CAPTCHA texnuky TOD+CNN, kotopas
3HauuTeapHO ayuiie, 4eM TOD+Peak+CNN, ¢ TouHocThio B3iaoma Oomnee 90%,
TOYHOCTHIO Ha YpPOBHE CHMBOJIOB U CKOPOCTBhIO Bepubukamuu Oomee 75%. C
IpUBJIEYEHUEM HCKyccTBeHHOro uHtemiekra pemenue CAPTCHA cBoautcs He
MpOCTO K Mepedopy duced, a K aBTOMaTHYECKOMY pPaCllO3HABAHUIO TEKCTOBBIX

(aiinoB, yTO 0OJEryaeT aBTOMATUYECKOE Pa3BEPTHIBAHUE NHCTPYMEHTOB aTaKH.
Tab6auna 2 I'padux B3110Ma Tapoieit

KoJu-Bo BykBbI Huxnumii n Hudpsr + Hudpsi + OyKkBBI
CHMBOJIO TOJIbKO BepPXHUM OyKBBI BePXHero u
TosbK0 HHPPBI
B HH3KHEro perucTpsI + BEPXHEro n HIZKHET0 Perncrpa
perucrpa MPONHCHBIE HUKHEro + CHMBOJIBI
OYKBBI perucrpa
4 MrHoOBeHHO MrHoBeHH MrHOBEHHO MrHoBEHHO MrHoBEeHHO
0
5 MrHOBEHHO MrHoBeHH MrHOBEHHO MrHoBEHHO MrHoBEHHO
0
6 MrHoOBEeHHO MrHoBeHH MTrHOBEHHO MrHoBEHHO 4 cexyHIbI
0
7 MrHoBEHHO MrHoBeHH 22 cexyHnbl 42 cexyHJbI 6 MUHYT
0
8 MrHOBEHHO 3 19 muayT 48 MuHYT 7 gacoB
CEKYHJIBI
9 MrHOBEHHO 1 munyTa 11 gacoB 2 mHA 2 Henemm
10 MrHoBeHHO 1 4ac 4 wHenmenu 6 MecsIieB 5 ner
11 MrHoBEHHO 23 yaca 4 ger 38 ner 356 ner
12 25 cexyHp 3 Henmemu 289 ner 2K ner 30K ner
13 3 MHHYTHI 11 16K et 91K mer 2M ner
MeECSIIEB
14 36 MHUHYT 49 ner 827K ner 9M 1ner 187M ner
15 5 dacoB 890 ner 47M ner 613M ner 14Bn ner
16 2 mHSA 23K jer 2Bn jer 26Bn et 1Tn ner
17 3 Henmenn 812K ner 539.72M 1er 2Tn ner 95Tn et
18 10 mecsues 22M et 7.23Bn ner 96Tn et 6Qn ner
1.6. I'enepayus DGA na ocnoge 21y60k020 odyuenus
Anroputm  DGA [36] - TexHOnoOrus, WCHOJb3yEMAasi BPEAOHOCHBIMU

nporpaMMamu, KOTOpas TMO3BOJISIET WM JMHAMUYECKH TEHEPUPOBATh CEPHI0
JIOMEHHBIX WMEH JUIsl YCTAHOBJICHUSI CBSI3M C KOMaHJIHO-KOHTPOJBHBIM CEPBEPOM
(C&C-cepBepom). Hcnonb3oBanue DGA mo3BonsieT O0O0OWTH Mephl  CETEeBOMU
0e30MacHOCTH U cjenarb OOMEH JaHHBIMH MEXAY BPEIOHOCHBIMU IPOrpaMmamMu
0oJiee CKPBITHBIM U TPYTHOOTCIC)KUBACMBIM.

B mHactosiee BpeMsi HEKOTOpbIE UCCIENOBATEeNId pa3padoTaid  aJIrOPUTM
renepanud DeepDGA Ha ocHOBe TiIIyOOKOTO OOyYEHHs, HCIOJb3ys B KadeCTBE
oOyuJaromux JaHHBIX W3BECTHBIE JOMEHHBIE MMEHa Ha caiite Alexa. B anroputme
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taxxe ucnosb3yrores LSTM [37] u GAN miisg noctpoeHus o0111ei apXuTeKTypPhI.

Puc. 5. I'enepayus oomennozo umenu DGA ¢ nomowpto GAN
Fig. 5. DGA domain name generation using GAN

5. /] GAN EtE DGA %

B pe3ynbrare moMeHHBIC HIMEHA, TEHEPUPYEMBIC aITOPUTMOM, OYEHB ITOXOXKH Ha
UMEHa OOBIYHBIX CAHTOB, KOTOPBIC TPYAHO OOHAPYKUTH TPATUITMOHHBIMUA METOaMU
OOHapy)KEHUs, YTO IO3BOJISET KHOCPIPECTYIMHUKAM KOHTPOJIHMPOBATH 3apaKCHHYO
L[EJIEBYIO CUCTEMY, OTIIPABISATH KOMAH/IbI M MIOJy4YaTh JaHHBIC U3 YIaJIEHHOTO MECTa U
B KOHEYHOM MTOT'€ JOCTUTATh 1IN KHOepaTaki.

X.C. Annepcon u jp. [38] moctpomn DGA Ha ocHOBe mTyOOKOro oOydeHws,
KOTOPBI CHOCOOEH OOXOMUTh JETEKTOPhl HAa OCHOBE IIIyOOKoro oOydeHus u
reHepHPOBaTh JOMEHHbIC HMEHA, KOTOpble TPYAHO oOHapyxuTh. M. UsH u ap. [39]
pazpaboranu  Oonee  yrpoxatouuii  DGA  ShadowDGA,  ucnonb3yrommii
reHeparuBHble anBepcapHbie cetd (GAN) s  uUMHUTalMU  pacnpeieTICHUs
T00pOKauYeCTBEHHBIX JOMEHOB, U PE3YJbTaThl MIOKA3JIH, YTO JIOMEHBI, TEHEPUPYEMbIC
ShadowDGA, TpynHee Bcero 0OHapy»XuTh IO CpaBHEHUIO ¢ cyiiecTByomumu DGA.
Texnonorus reHepauu DGA Ha ocHOBe TiyOOKoro oOyueHusi oOecrieyuBaeT
CKPBITOCTh M CTOMKOCTH IICTIOYKH TIMOPKECHHS CETH, YTO SBISCTCS BaKHOH
COCTABJISIOIIEH IETTOYKH MTOPaKSHUSI.

3. Kubep3ammura ¢ MCIoJib30BaHHUEM HCKYCCTBEHHOI0 MHTEJIEKTA

Boime omucana pons MM B nemouke kubeparak. XOTs HMCKYCCTBEHHBIN
WHTEJUIEKT CO37laJl OTPOMHBIE TPOOJIEMBbI JJisi 3alllUThl CETEBOM O€30MacHOCTH,
MCKYCCTBEHHBIN MHTEIJIEKT HUKOT/Ia HE UCTIOIb30BaJICs sl arak. HanpoTtus, ceTeBas
3allluTa, yIpaBisieMas UCKyCCTBEHHBIM HMHTEIUIEKTOM [40], MOXET KOMIIEHCHUPOBATh
HEJOCTAaTKM HWCKYCCTBEHHOW 3alllUThl Onarojaps CBOEW MOIIHOM BO3MOXKHOCTH
oOydeHMs] M aHaJlIW3a JaHHBIX, 3HAYUTEIHLHO COKpallalolie HWHTEPBAl MEXIY
OoOHapy>XeHHEM yTpo3 U pearupoBaHHEM Ha HHUX, a TakKXKe peaIu3yIolInue
aBTOMATUYECKYIO0 U OBICTPYIO MACHTU(UKAIMIO, OOHApYKEHUE U YCTpaHEHUE yrpo3
Oe3omacHOCTH. OTH (YHKUUMU HUIPAOT BAXHYIO pojib B OOphOE C pa3nMuHbIMU
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yrpo3aMu 0€30MacHOCTH, OCOOEHHO B OOHAPYXEHUU HEU3BECTHBIX U COBPEMEHHBIX
yrpo3 (Hampumep, APT), koTopsie 00;1a1at0T BEICOKOH 3((hEeKTUBHOCTHIO.

3.1. HumennekmyanbHulil ROUCK U YCIMPAHEHUE YAZBUMOCHell

Va3BuUMoOCTH  Bcerma ObUTM  BaXKHOM  YacThlO  CETEBOM  O€30MaCHOCTH.
WuTemnekTyanbHble  METOABI TOWUCKA M YCTpaHEHHUsS YsA3BUMOCTEH  Ooiee
3¢ dEeKTHBHBI, YeM TPAIUIIMOHHBIC METOABI TOWCKA YSI3BUMOCTEH, U MOTYT TaKkKe
MOMOYb HaM TMPOAKTHUBHO OOHAPY>KUBATh MOTEHI[MAJbHBIE aTakKu U 3allUIIaThCsl OT
HuX. [Ipy ATOM HHTENNEKTyaldbHBIM MOWUCK YA3BHUMOCTEH [4]1] MOXET COKpAaTHUTH
BpeMsi OOHApY>KEHUSI YSI3BUMOCTEH M BpPEMsSI UX yCTPaHEHUS, CHHXKasi BEPOSTHOCTH
MOTEpU aKTUBOB. Kpome TOro, METO/ bl yCTpaHEHHUS YSI3BUMOCTEH C MCIOJb30BaHUEM
HMCKYCCTBEHHOTO MHTEJUIEKTa IIO3BOJISIOT COKOHOMHUTH OOJbIIE BpEMEHU Ha
YCTpaHEHHUE YS3BUMOCTEHN MO CPAaBHEHUIO C TPAJAUIIMOHHBIMU METO/IaMHU.

[[3sHans Yy u ap. [42] npemioXwin aJrOpUTM IOMCKAa M MPOTHUBOACHCTBUS
VSI3BUMOCTSIM OOTHETa U €ro CHCTeMY, OOBEIMHUB MAIIMHHOE OOy4YeHHEe U
KJIacCU(DUKAITMOHHBINA TOUCK, pa3padoTaiu MOJEIb OOTHETa Ha OCHOBE MAIIMHHOTO
oOyueHHs W METOJ €€ MOCTPOCHHMs, OCHOBAHHBIA Ha XapaKTEPUCTHKAX TPYIIOBON
CETEeBOI araku OOTHETA, YIPABJICHHUS KOMIIBIOTEPHBIM POEM, paclpeeiCeHHON aTaku
tuna «DoS-araka» m T.A., a Takke Ha aHanmu3e (OPMBI YSI3BUMOCTH OOTHETa W
cocoba pacmpocTpaHeHUsl ysa3BUMOCTH. [lpemioxkeH anropuT™M TNOUCKAa U
MPOTUBOCTOSIHUSL ~ YSI3BUMOCTAM ~ OOTHETa, W HAa OCHOBE HMHTAIMOHHBIX
AKCIIEPUMEHTOB JIOKA3aHO, YTO CPEIHSISI CKOPOCTb OOHApYXEHHUS YSI3BUMOCTEH
aJTOPUTMOM coOcCTaBiiseT O6osee 87%, a CKOPOCTh YCTpaHEHHUsI YSI3BUMOCTEHN - Ooliee
86%. Kimp Jle I'yac u ap. [43] ucnonws3oBanu Mmeron GenProg, ocHOBaHHBIN Ha
ABOJIFOIIMOHHOM aJITOPUTME M BIOXHOBJIEHHBIH OHOJIOTHYECKON SBOIIOLMEH, IS
ycrpaneHust 55 u3z 105 pasnmuusbix ysa3BuUMocTed. OOHapyKeHHe YSI3BUMOCTEH
ABJISIETCS KJIIFOYEBBIM MOMEHTOM KaK JUIsl 3I0YMBIIUIEHHUKOB, TaK U ISl 3alIUTHUKOB,
a MM mno3BojsieT yCTpaHATh YS3BUMOCTH, YTO SIBJIIETCS MOIIHBIM HHCTPYMEHTOM
K1Oep3aIuThI.

3.2. HumennexkmyaipvHoe oOHapyscenue cemeil u 10206

BaxHOl MHMIMATHBOM MO 3aIIUATE LIENU MOPAXKEHUS CETHU SBISCTCS YCUIIECHUE
3allUTHl TPAHUII, B TO BpEeMsI KaK CHUCTEMbI OOHApYyKEHUS U 3alUThl OT BTOPKEHUU
JOJKHBI  €KETHEBHO CHPABISITECA C OOJBIIUM OOBEMOM CETE€BOro Tpaduka U
KYpHaJIbHBIX JAHHBIX NpPH 3alllUTe W OOHApyXeHUU ceTeBoil OezomacHocTu. [lpu
paboTe ¢ TaKuUMHU MACCUBAaMH JIaHHBIX TPAJAUIIMOHHBIE METOAbl OOHAPY>KEHUS
CTaJKUBAIOTCS C Y3KMMH MECTaMM, 4YTO MPUBOJUT K HU3KOM 3(DPeKTUBHOCTH
00pabOTKU TaHHBIX CUCTEMON OOHAPYKEHHUS U HEYJTOBICTBOPUTEIHHBIM PE3yJIbTaTaM
oOHapyxeHusi. HanmpoTuB, MHTEIIEKTyalbHbIE METOABl OOHApPY>KEHMs, OCHOBAHHbIE
Ha aJropuTMax, IO3BOJIAIOT B 3HAYUTEIBHON CTENEHU YJIOBUTh BHYTPEHHHE
B3aMMOCBSI3M M OCOOEHHOCTH AITHUX MACCHBHBIX JaHHBIX Tpaduka M >KypHAJIOB.
Hampumep, Meronbl oOHapyXeHUsT MOTYT OBITh OOBEIMHEHBI CO CTpATETUSMU Ha
OCHOBE HCKYCCTBEHHOTO HWHTEJUIEKTa, TAKUMH KaK MYJbTUCEHCOPHBIE MAIIUHBI U
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MeTao0y4eHue, sl TOCTHKEHUsI OOHAPYKEHUS PA3TUYHBIX WIH CIIOKHBIX CLIEHApUEB
arak.

A.Jlx. Ponpure3 [44] pa3paboTan MHTEIJIEKTYyaJbHYIO CUCTEMY OOHapy>KeHUs
BTOPKEHUI HA OCHOBE YpPHAJIOB, KOTOpas Obuta 00y4YeHa C MOMOIIBI0 AJITOPUTMOB
oOyueHus 0e3 KOHTpPOJs, B 4acTHOCTU anroputMa Kmeans [45] u anroputma One
Class SVM [46], u moka3ana TOYHOCTh OOHApY>KEHUS AHOMAIBHBIX Ia0JIOHOB B
TECTOBBIX KypHanax A0 85%. brnaromaps WU, nomoraromeMy BpyUYHYIO
oOpabarbIBaTh KypHaJbl, aHOMaJIbHAasI WMH(OpMAIUs MOXET ObITh OOHAapyKE€Ha B
KpaTyalime CpOKH, YTO TO3BOJMUT MPOBOJUTH OOpabOTKYy aHOMAaJUi M TMOJaBaTh
CUTHAJIBI TPEBOTH, a TAKXKE MOATOTOBUTHCS K MOCIEAYIOIIEH 3alIUTe OT aTak.

3.3. Ilpunamue pewienuii no oodecneueHurd) cemegoil 0€30NaACHOCMU HA
ocnoee ChatGPT

ChatGPT — 510 TexHONOTHs, KOTOpas MOXET HCIOJIb30BAThCA HE TOJIBKO
Xakepamu, HO W coTpynHukamu cdepsl O6ezonacHoctd. B ChatGPT dopmanbao
WHTETPUPOBAHO HECKOJBKO THUIOBBIX ClieHapHueB [47]: oOHapykeHHe (PUITMHTOBBIX
MUCeM, ONpEIeICHNEe Harpy3ku MPOHUKHOBEHUS, (OpMUpOBaHHE TOKYMEHTOB
6e3omacHoCTH, (HOPMHUPOBAHKE OTUYETOB O PEAarMpOBAHUU Ha WHIIMICHTHI, 00paboTKa
naHHbIX 00 yrpo3ax u T.J. ChatGPT npogeMoHCTpUpOBail OTIMYHBIE PE3YIbTAThl MO
CHUKEHUIO CTOMMOCTH, CJIOXKHOCTH W ONEPATUBHOCTU BBIMOJHEHUS OIEpaluil mo
oOecneueHnIo 0e30acHOCTH I 3aIIMTHUKOB.

3.4. Humennexmyanonaa naamgopma 011 mecmuposanus axKmueHoll
Oezonacnocmu, OCHOGAHHAA HA UHMENEKMYATbHbIX

JpyruM TmokazareinbHbIM MPUIOKEHHEM B 00JacTH KHOEepOEe30MacHOCTH Ha
ocHoBe MU siBnsieTcs minardopMa akTUBHOTO TECTUPOBAHUS 0€30MIaCHOCTH HAa OCHOBE
NU. Tlnardpopma ocHoBana Ha CDSL-Yak, 601bpmMX SI3bIKOBBIX MOAEISAX U Tpadax
3HaHuii. OHa TakXke OObENUHSET HECKOJIbKO TUIIOB HAKOIIJICHUS OCHOBHBIX JAaHHBIX,
TaKMX KaK aKTHBBI, ySI3BUMOCTU U OuzHec-uHpopmanms. O0nanas 3¢pGeKTUBHBIME U
HSKOHOMHUYECKH BBITOJHBIMH BO3MOXXHOCTSIMA CKPUHHMHTA PHUCKOB O€30MMaCHOCTH,
mwiarpopma  TpemHa3HauyeHa I MPOBEACHHUS ~ aKTUBHOTO  TECTHPOBAHUS
0€30MacHOCTH C 1IeJIbI0 OOHApYKEHUS MOTEHIMAJIbHBIX PHUCKOB O€30MaCHOCTH,
CKPBITBIX B IIEJICBOU CpeJie OpraHU3alliH.

4. 3akJy0ueHue

4.1. Ilpoonemwt pazeumusa mexnonozuit HU

B HacTodmee Bpemsi pa3BUTHE TEXHOJOTMH HCKYCCTBEHHOIO WHTEJIEKTa IIO-
NpeKHEMY CTalKUBAaE€TCA C pAAOM TMpoOiieM: TMepBas U3 HHUX - TOYHOCTH
npeAcKa3aHuid. B mocnenHee BpeMs TEXHOJIOTMM MCKYCCTBEHHOI'O WHTEIUJIEKTA HE
MOTYT JocTU4b 100-mpOLEHTHON TOYHOCTU OOHAPYKEHHS, & B HEKOTOPBIX CIydasx
UMEIOT MECTO JIOKHbIE cpabarbiBaHus. BTopas mpoOnema - 1€JIOCTHOCTh JTaHHBIX.

294  Teopus cuctem, anrebpanueckas GUONOMMSA, CKYCCTBEHHbIN MHTENEKT: MaTEMaTNYECKNE OCHOBbI 1 NPUIOKEHNS



JlaHHBIE UMEIOT pelIaronIee 3HaUeHUE 711 Ncnoib3oBaHusa MM, oqHako B HEKOTOPBIX
KOHKPETHBIX CIIEHapuAxX cOOp JaHHBIX 3aTpyaHeH. Kpome Toro, oTcyTcTBHE HaOOpOB
JTAHHBIX, CUMBOJIM3UPYIONTUX KIIFOYEBbIE MPU3HAKH, TAKXKE SBISCTCS MPOOIEMON 1Jis
COOTBETCTBYIOIIUX HCCIEAOBaHUM. TpeTbss mpobdieMa - HHTEPIPETUPYEMOCTD.
Monenu WU, ocoOeHHO OCHOBaHHBIE Ha IITyOOKOM OOYYEHHMH W HCIOJIB3YIOIIHE
BBICOKOPA3MEpHBIC TAHHBIE, B HACTOSIIEE BPEMSI HE MOTYT PEIINTh TaKUE MPOOIEMBI,
KaK  HWHTEPHPETUPYEMOCTh W  HEOJHO3HAYHOCTh  JaHHbIX. YerBeproe -
BBIUHCIIUTENbHBIE pecypchl. C pOCTOM YHMCIia MOJEJIEN W TEXHOJIOTUHU, CBA3AHHBIX C
LLM, noTpeGHOCTb B BEIYUCIUTEIBHBIX MOIIIHOCTSIX CTAHOBUTCS BCE BBIIIE U BHIIIIE,
IpeBpallasch B peaibHOE TpeOOBaHUE AJIs IEPENOBBIX HcciieqoBaHuil B oonactu UN.
JI1s HEKOTOPBIX PETMOHOB C OTPAaHUYECHHBIMH (DMHAHCOBBIMU BO3MOXKHOCTSIMHU 3TO
emie Oosiee akTyasbHO. [1sT0€ - MUpPOBOE OOIIECTBEHHOE MHEHUE.

4.2. Ilpoonemwt 6 ob6racmu cemegoii 6e3onachocmu

Opnum cinoBoMm, kubeparaku Ha ocHoBe MU monHOCThIO TpaHCHOPMHUPYIOT TO,
YTO paHbllIe ObUIO TPYAOEMKHUMHU M JOPOTOCTOSIIMMHU aTakamMH, B PaclpeiesieHHOE,
WHTEIJIEKTyalbHOE M aBTOMAaTU3MPOBAHHOE [0 CPABHEHHUIO C TPAJULMOHHBIMU
kuOeparakamMu HampapiieHue. B pe3ynbrare aTaku CTaHOBSITCSA BCe O0jee TOUHBIMU U
aBTOMAaTU3WPOBAHHBIMU. YIOMSIHYThIE BbIllIE KuOeparaku, ymnpasiasembie WU,
SBJISIFOTCSI OTHUMH U3 HOBBIX BBI30BOB Ha MyTH KMOEpaTaK, KOTOPbIE MOXKHO CBECTH K
CJIETYIOUIUM TPEM KaTeropusm mpoosem.

Bo-nepBbix, wucnomp3oBanue MW i w3ydeHHsT XapaKTEpUCTHK CpPEObl U
MOBBIIIECHUS AJJalITUBHOCTU M CKPBITHOCTH aTaku. B ceTeBoil cpeie 0ObEeKTa aTaku
JIaHHBIE, TTIOBEICHUE U T.JI. UMEIOT OIPEJECICHHBIC JTOKAIU30BAHHBIE XapaKTEPUCTUKHU.
31M0yMBINUICHHUKH UCTonb3yloT U st cOopa U MojenupoBaHus XapaKTEPUCTHK
JAHHBIX, MOBEJICHUS U T.J. B LEJIEBOM CETH, U3YYEHUS HOPMAJIBHOTO CONEPHKAHUS
JAHHBIX, YACTOTHI Mepeaayu, crocoda AOCTaBKU M JIPYrMX XapaKTEPUCTHUK CPEIbl B
neneBol cereBoi cpene. OHU HCTONB3YIOT XapaKTEPUCTUKH Cpelbl JUisl BbIOOpa
COOTBETCTBYIOIIUX CPEJICTB aTaKu, MAaCKUPYIOT JIAHHBIE aTaKu T0J] OOBIYHBIC TaHHBIC
C HOPMaJIbHBIMU XapaKTePUCTUKAMU B LIEJIEBOU CETU U MACKUPYIOT NMOBEJEHUE aTaKu
MOJlT TIOBEICHHE OOBIYHBIX TIONb30BaTeNel B 1eneBod cetu. OHHM  peanusyiorT
aJanTUBHOE K Cpele MOBEIACHHUE aTaKW, CKPHITUE JAaHHBIX, MOBBIMIAIOT CKPHITHOCTH
aTaku M aJJallTUBHOCTh aTaKHU.

Bo-BTOpBIX, HCHONB30BAHUE HCKYCCTBEHHOIO WHTEIUICKTA JUISl YCHICHUSA
addexra pacnpenesieHHOTO B3aUMOJICUCTBUS U TIOBBIIIEHUS CTOMKOCTHU aTakw.
ATakylomuil ~ BHEAPSET  aIrOPUTMbl  PACHPEAECICHHOTO  MHTEIUIEKTYyaJIbHOIO
B3aUMOJICHCTBUsI, 4TOOBI MpeoOpazoBaTh TPAIUIMOHHOE €IAWMHOE IUIAHUPOBAHUE
pacnpeneneHHbIX OObEKTOB aTaku WHTEJUICKTYaJbHBIM IEHTPOM [JIsi MPOBEACHHUS
COBMECTHBIX aTaK B aBTOHOMHOE€ B3aWMOZEHCTBHUE U IPYNIIOBOE MPHUHATUE PELICHUN
pacrnpeneneHHBIMM MHOTOMHTEIUICKTYaIbHBIMH OOBEKTaMHU aTaku Oe3 LeHTpa, YTo
MO3BOJISIET TOBBICUTH A((HEKTUBHOCTH B3aUMOJCUCTBUSL MEXKIY HECKOJIbKUMU
pacrpeeseHHbIMU y3JaMU aTaKh, YMEHbBIIUTh 3aBUCUMOCTh OT IEHTPAIU30BAHHOTO
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COBMECTHOIO IUIAHUPOBAaHMS, CHU3UTh PUCK MPOTUBOAECHCTBHS arakaM U IMOBBICUTH
UX YCTOWYHBOCT.

B-TpeTbux, HMCHOJIB30BAHUE HMCKYCCTBEHHOTO HWHTEIJIEKTA JISI JOCTHUKEHUS
CaMO3BOJIIOIIMM METOAAa aTakh M TMOBBILICHUS €€ 3PPEKTUBHOCTH. ATaKyrouas
CTOPOHa C TIOMOLIbI0 MCKYCCTBEHHOTO MHTEUIEKTa aHanu3upyeT 5¢G¢deKkT oT
pa3IMYHBIX METOJOB Aarakh U BO3MOXKHBIE KOHTPMEpHI 3alllUTHUKA, a 3areM
aBTOMaTUYE€CKA BBIOMPAET HOBBI MEXaHM3M aTakl C Y4YeTOM CJIa0bIX MECT
3alMTHUKA, peaiu3ys TE€M CaMbIM HHTEIUIEKTyaJbHYIO 3BOJIOLHUI0O METO/a aTaKu.
Hanpumep, 3710yMBIIUIEGHHHUK MOXET IMPUHUMATh PE3yJabTarbl pPabOThl CHUCTEMBI
OOHapy>XeHUsI BTOP)KEHUM 3alllUTHUKA 3a OOpaTHYI0 CBsS3b, HCIOJIb30BATh
TEXHOJOTHUI0 HCKYCCTBEHHOTO HMHTEJJIEKTa JJsi cOopa M MOJEIMPOBAHUS JTAHHBIX
oOparHOM CBfA3M, co3laHug Mojaenu »¢@deKkTa araku U JUHAMHYECKOM HACTPOUKHU
COOTBETCTBYIOIIET0 METOAA aTaku JJisi 00X0/1a CUCTEMbI OOHAPYKEHUST BTOPKEHHI.

4.3 Pexkomenoayuu no npomueooeiucmeuro y2po3e amaxK ¢ UCNOAb308aHUEM
un

Msi Takke MoxkeM wucrnoib3oBath MW nmns pemreHus 1mo0aibHBIX TpoOiieM
knbepbe3omacHoCTH, Bo3HHKatomux Omaromapst M. Hiske mpuBoasTCS HEKOTOPHIC
PEKOMEHJALMU:

1. YeunuTe uccnenoBaHus WU TMpHUKIaAHbIEe pa3paboTku. Kak crpanbl, Tak u
YHUBEPCUTETHl MOTI'YT BHECTH CBOW BKJaJ B CO3JaHUE U COBEPIIECHCTBOBAaHUE
MHTEJUIEKTYalIbHbIX KHOEPCUCTEM, BKIIIOUAs aTaKy U 0OOPOHY.

2. Pacummpars coBMeCTHBIM nocTyIl. [loompsaTe uccnenoBarened K pELICHUIO
po0JIeMbl JAaHHBIX UCKYCCTBEHHOTO UHTEIIJIEKTA MPU MOCTPOECHUU TEXHOJIOTUYECKHUX
CUCTEM KUOEPHETHUECKON aTaku U 0OOPOHBI.

3. CoBeplIeHCTBOBaTh MEpPbl MPOTUBOACUCTBUS U OLIEHKU. Mbl paboTaeM
BMECT€, YTOOBI MPOJBUTaTh Pa3pabOTKy TEXHOJOTUNA KHOEPHETUYECKOW aTaku u
3alUThl HA OCHOBE HMCKYCCTBEHHOIO HMHTEJUIEKTA B IMPAKTUYECKUX IMPUIIOKECHUSX,
IPUHOCAUINX CYIIECTBEHHYIO MOJb3Y TOCYyapCcTBaM, KOJIJIAObOpalusM U OTIAEIbHBIM
JIFOZISIM.

1. Introduction

Artificial intelligence technology originated in 1943, when psychologist Warren
McCulloch and mathematician Walter Pitts proposed the first neuron model [1]. In
1950, computer scientist John McCarthy proposed the term "artificial intelligence"
[2] and organized the first artificial intelligence conference. From the 1950s to the
1970s, artificial intelligence developed to the point where expert systems were used
in chemical analysis and diagnosis of infectious diseases. After the 1980s, with the
emergence of machine learning and neural networks, artificial intelligence changed
from passive to active, and autonomous learning and recognition of patterns in data
became a reality. Nowadays, communication technology and network technology are
highly developed, and the number of people using the Internet and the Internet of
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Things has also shown explosive growth. With big data and deep learning, artificial
intelligence has even surpassed the level of image recognition and natural language
processing. Artificial intelligence has reached human level, and artificial intelligence
can produce good results in many fields such as medical care, finance, and
agriculture. In the future, artificial intelligence will continue to develop, and its use
will also promote the continued development of human society.

At present, almost all countries have issued policies to support the development
of artificial intelligence applications. For example, the White House Office of
Science and Technology Policy[3] released the "2019 National Artificial Intelligence
R&D Strategic Plan"; Russia released the "Development Status and Application
Prospects of Artificial Intelligence in the Military Field"; the French government
announced that they will invest 1.5 billion euro within 5 years to promote the
development of artificial intelligence strategies. As for cooperation, many
international companies, such as Microsoft, IBM and Cisco, also plan to enhance the
security ecosystem through large language model technology (LLM). However, while
artificial intelligence is developing rapidly, it will also bring new challenges to
various fields of human society. In terms of network security, artificial intelligence
technology can improve the shortcomings of traditional security systems, improve
their overall security performance, and target Increasingly sophisticated cyber threats
provide better protection [4]. At the same time, the use of artificial intelligence also
brings risks and hidden dangers to network security.

Faced with the inevitable trend of artificial intelligence participating in network
security, this article starts from the perspective of the network kill chain, describes the
new changes in Al in the network kill chain [5], and demonstrates the role of new
network attacks in intelligent denial of service attacks. , malicious code avoidance,
automatic penetration testing, etc., have attracted people's attention to Al-driven
network attacks, and then demonstrated that artificial intelligence can also show good
results in network defense, especially Mining and discovering network vulnerabilities
is conducive to the execution of network attacks, and is also conducive to network
defense. Patch vulnerabilities in advance is more conducive to maintaining network
security. Finally, this article summarizes the challenges of Al technology
development and Al's challenges to network security, and puts forward suggestions
for maintaining network security, aiming to show that global network security
challenges need to be addressed together with Al.

2. Al-driven cyberattacks

When conducting network attacks, introducing artificial intelligence into the
attack has two advantages. On the one hand, artificial intelligence technology makes
network attack tasks more automated and scalable, with lower costs; on the other
hand, artificial intelligence technology can automatically analyze attacks. The target's
security defense mechanism looks for weaknesses, and then generates new attacks
based on this weakness. This new attack can bypass the security mechanism and
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achieve a higher attack success rate. From the perspective of the network kill chain
model, artificial intelligence has covered the entire life cycle of network attacks, as
shown in Table 1.

2.1. Intelligent Denial-of-Service (DoS) Attacks
Figure 1 Autonomous, Intelligent and Scaled Launching of DoS Attacks

Reconnaissance tracking is the first stage of the network kill chain, in this stage,
the core of the action is mainly a variety of means to obtain as much information as
possible about the attacked, so as to find the deficiencies and loopholes of the
attacked to ensure the effectiveness of the attack.DDos attack as a front of the attack
to assist the other stealing of information can play the role of reconnaissance
tracking. In terms of intelligent denial-of-service (DoS) [6] attacks, DoS-integrated
Al will become the mainstream form of DoS attacks in the future as botnets and
distributed denial-of-service (DDoS) attacks become larger and more frequent. Today,
some DDoS attacks have adopted Al techniques to connect millions of targeted
devices to build swarm networks. These group networks with Al self-learning
capabilities can take their own strategies based on device information, without the
need to send commands and other sensitive operations through the control terminal,
truly realizing decentralized autonomous intelligent collaboration, significantly
enhancing the ability of DDoS to attack more targets at the same time.

2.2. Al in social engineering attack applications

Social engineering is the use of human weaknesses to obtain valuable
information. Reconnaissance and tracking require the participation of social
engineering. In this regard, the development of artificial intelligence technology has
played a key role, such as artificial intelligence language translation, artificial
intelligence number processing, and artificial intelligence text. generate. Specifically,
DeepFake technology [7] can fake videos, audios and pictures, and ChatGPT [8] can
realize intelligent chat robots. All of these Al applications demonstrate that social
engineering attacks will be less costly and significantly more successful if Al
technology is employed. In a Darktrac survey titled "The Impact of Generated Al on
Email Cyberattacks," the number of new Al-based social engineering attacks
increased by 135% since the release of ChatGPT. Specifically, the number of
fraudulent emails has increased by 70% in the past three months, leading 82% of
people to worry that hackers are now using artificial intelligence technology to
automatically and quickly generate indistinguishable fraudulent emails.

Figure 2 Fake documents generated by Al

Yuanshun Yao et al. [9] used recurrent neural network technology to generate
fake comments. These comments can not only escape human detection, but also
survey found that people recognize them very highly. J Seymour et al. [10] used
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SNAP R recurrent neural network technology to learn to publish phishing posts for
specific users. The click-through rate of IP tracking links proved that the false
information released deceived people's eyes. These techniques can be used in

fraudulent emails to make them look real. If you are not careful, information will be
leaked.

Table 1 Cyberkill Chain Model

1.1. Malicious code exemptions

Malicious code exemptions [11] is a basic requirement for building network kill
chain weapons. A good attack weapon should be difficult to destroy. Avoidance is a
good protection method. In this regard, multiple research teams have proposed Some
algorithms based on deep reinforcement learning, API [12] sequence insertion and
byte-granular gradient descent were developed. The success rate of these algorithms
in achieving static anti-killing in simulated data is as high as 90%.

Grosse K et al. [13] used the forward derivative algorithm based on the attack
neural network to bypass DNN detection on the DREBIN Android data set under the
assumption that the attacker knows the structure and parameters of the neural
network model, and the success rate reached 85%. Hu W[14] used an alternative
detector to fit the black-box detection system on the malwr data set under the
assumption that the attacker knows the functions used by the malicious code
detection algorithm, so that the black-box detector cannot keep up with malware
adjustments. frequency, basically reaching 100% anti-virus protection. At the same
time, they used irrelevant API sequence insertion to avoid RNN detection of malware
based on sequential API features [15], and the test anti-virus protection rate reached
96.97%~99.56%. Kolosnjaji B et al. [16] tested on VirusShare and other data sets and
found that using byte-granularity gradient descent algorithm can make the malware
avoidance rate reach 92.83%. Anderson H S et al. [17] used a black box attack based
on reinforcement learning for the Windows PE machine learning model, and
conducted anti-virus tests under Virus Share and VirusTotal data, and the success rate
reached 99.3%. The participation of artificial intelligence improves the ability of
cyber-attack weapons to avoid killing, making them highly usable.

1.2. New malware construction methods and utilization

Of course, relying solely on malicious code to avoid killing cannot fully
guarantee the effectiveness of network attack weapons, so attackers began to use
artificial intelligence technology to build malware with new attack modes. In 2018,
IBM researchers proposed DeepLocker [18], which opened the development of
artificial intelligence-based malware. In 2023, hackers began to use ChatGPT to
participate in writing malware. For example, cyber security researchers at CyberArk
built a polymorphic malware [19] combined with ChatGPT that can automatically
achieve the effect of code mutation. Therefore, the triggering mechanism of artificial
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intelligence poisoning malicious behaviors brings huge challenges to security
researchers, because traditional malware analysis methods are difficult to effectively
analyze malicious behaviors generated by artificial intelligence and are outdated.

D Kirat et al. [20] use DeepLocker technology to hide the attack behavior of
software, thereby evading detection and allowing malware to run better. Bahnsen et
al. [21] used the DeepPhish model to train artificial intelligence and let it launch
attacks. Experiments proved that artificial intelligence-driven deep phishing
outperformed traditional phishing. The malware generated by Weiwei Hu [14] and
others based on the adversarial network (GAN) algorithm can effectively bypass the
black box detector. Keywhan Chung et al. [22] used K-means clustering technology
to generate self-learning malware that can disguise itself as an unintentional failure of
computer infrastructure and destroy the computer environment control system. New
types of malware have undoubtedly made network attack weapons more powerful.
These powerful weapons are deployed into target systems or networks through
intelligent service attacks, disguised as emails, etc., to prepare for subsequent
destruction.

Figure 3 DeepLocker

1.3. Automated penetration testing tools

Penetration testing, as a means of finding vulnerabilities, can help defenders fix
system flaws and also help network attackers launch attacks. Since the CGC
competition organized by DARPA in 2016, automated penetration tools have been
officially produced. The latest intelligent penetration architecture of DeepExploit,
Mayhem, etc. [23] can achieve efficient, high-quality, and low-cost attack effects.

Mohamed C. Ghanem et al. [24] launched the Intelligent Automated Penetration
Testing System (IAPTS), which uses the PT environment and task modeling method
as part of the observation Markov decision-making process, and solves feasible
strategies through POMDP, while reinforcement learning can Enhances PT in terms
of time consumption, attack vectors covered, accuracy and precision, making it
perform beyond any human PT expert. Q Li et al. [25] proposed an automated
penetration testing method based on the DeepExploit architecture, using
reinforcement learning agents to train using the A3C model [26] to gain experience in
selecting precise payloads to exploit available vulnerabilities for rapid identification.
Server vulnerabilities. It turns out that artificial intelligence has an advantage over
humans in handling things like vulnerability mining.

Figure 4 DeepExploit

1.4. Intelligent password guessing

In terms of smart password cracking, Home Security Heroes launched a study
and found that 51% of 15.6 million passwords can be cracked in less than 1 minute
through different types of artificial intelligence technology. If the cracking time is
extended to one hour, then 65% of passwords can be cracked. Furthermore, if you
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continue to extend the cracking event, you will find that 71% of passwords can be
cracked within a day and 81% of passwords can be cracked within a month. The
specific password cracking situation is shown in Table 2. In addition, the company
has developed a test software. When you enter a test password, it will give the
estimated time for Al to decipher it. Of course, the improvement of smart password
speed is inseparable from the long-term research of many scientific teams.

Fangyi Yu et al. [27] introduced GNPassGAN. When the output of Pass-GAN is
combined with the output of HashCat, it can match 51%-73% more passwords than
using HashCat alone. Zhiyang xia et al. [28] considered giving up. For the inefficient
HashCat, they proposed GENPass, which uses PCFG+LSTM password generator and
combines neural network and PCFG. Experiments have shown that this combination
improves the deciphering rate by 16% to 30% compared to passwords using PCFG
alone [29]. Dario Pasquini et al. [30] used deep learning to improve guessing
representation learning for password deciphering, allowing artificial intelligence to
quickly train to produce high deciphering results. Later, Fangyi Yu et al. [31]
improved the generative adversarial network, which can be used for offline trawl
password guessing. Compared with the state-of-the-art PassGAN model, GN-
PassGAN can guess 88.03% more passwords and generate 31.69 fewer duplicates %.
To this day, smart password cracking is still developing with the development of
artificial 1intelligence technology, and continue to introduce more commercial
products, smart password cracking makes the network kill weapons can be in the
target network system to further execute the instructions, is the information theft, the
instructions to execute the indispensable tool.

1.5. New text verification code solver (CAPTCHA)

In order to prevent artificial intelligence from automatically performing high-
frequency access, almost all systems and websites will set verification codes for
human-machine verification. In these scenarios, traditional OCR technology [32] can
achieve ordinary text verification code recognition without interference, but with the
development of technology, malformed text verification codes bring new challenges.
Therefore, the researchers also developed a new automatic identification method that
uses artificial intelligence technology to achieve automatic identification based on
verification codes with higher accuracy. In short, artificial intelligence technology
can provide solutions for automated penetration with higher efficiency and lower
costs.

Dongliang Xu et al. [33] improved the learning method of artificial intelligence,
allowing it to independently select information-rich samples for learning without
manual supervision to obtain real-time training labels, and then select successfully
identified samples for neural network training, thereby achieving the goal of learning
on a small scale. In the case of large-scale data sets, high-precision verification code
recognition function is realized and the speed of deciphering verification codes is
improved. Tian Qian[34] et al. proposed a new verification code recognition system
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based on convolutional neural network and used the Tensorflow deep learning
framework to apply the convolutional neural network to the field of verification code
recognition. The verification code recognition rate reaches 92%. Yu, N et al. [35]
used TOD+CNN technology to crack verification codes, and the effect was
significantly better than TOD+Peak+CNN, with a cracking accuracy of more than
90%, and a character-level accuracy and verification rate of more than 75%. With the
participation of artificial intelligence, verification code solving is not just about
violently cracking numbers, but also automatically identifying text files, which
facilitates the automatic deployment of attack weapons.

1.6. DGA generation based on deep learning

The DGA algorithm [36] is a technique used by malware that allows malware to
dynamically generate a series of domain names to establish communication with a
command-and-control server (C&C server). The use of DGA is designed to bypass
network security measures, making the malware's communications stealthier and
more difficult to track.

Currently, some researchers use well-known domain names on Alexa as training
data to build a DeepDGA generation algorithm based on deep learning. The algorithm
also uses LSTM [37] and GAN to build the overall architecture. Therefore, the
domain name generated by this algorithm is very similar to the domain name of
ordinary websites, which is difficult to detect with traditional detection methods. This
is very conducive to the control of network anti-personnel weapons to infect the
target system, send instructions and obtain data remotely, and ultimately achieve the
purpose of network attacks.

H S. Anderson et al. [38] built a DGA based on deep learning, which can bypass
deep learning-based detectors and generate domain names that are difficult to detect.
Y Cheng et al. [39] A more threatening DGA, ShadowDGA uses a generative
adversarial network (GAN) to simulate the distribution of benign domains. The
results show that compared with existing DGA, the domains generated by
ShadowDGA are the most difficult to detect. DGA generation technology based on
deep learning ensures the concealment and persistence of the network kill chain and
1s an important part of the kill chain.

Table 2 Password cracking timetable

3. Al empowers network defense

The above describes the role of artificial intelligence in the network kill chain.
Although artificial intelligence brings huge challenges to network security defense,
artificial intelligence has never been used only for attacks. On the contrary, artificial
intelligence-driven network defense [40] can Its powerful learning and data analysis
capabilities make up for the shortcomings of manual defense, greatly shorten the
interval between threat discovery and response, and realize automatic and rapid
identification, detection and disposal of security threats. These functions play an
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important role in responding to various security threats, especially in discovering
unknown threats and advanced threats (such as APT) with high efficiency.

Figure 5 Generation of DGA domain name using GAN

3.1. Intelligent vulnerability mining and repair

Vulnerabilities have always been an important part of cybersecurity. Intelligent
vulnerability mining and remediation technology is more efficient than traditional
vulnerability mining methods, and it can also help us proactively discover and defend
against potential attacks. At the same time, intelligent vulnerability mining [41] can
shorten the vulnerability discovery time and vulnerability repair time, and reduce the
probability of asset loss. In addition, Al-based vulnerability repair technology can
save more repair time compared to traditional technologies.

ZENAN CHU et al. [42] combined machine learning with classification mining
and proposed a botnet vulnerability mining and countermeasure algorithm and
system. Based on the characteristics of botnet group network attacks, computer group
control, and distributed denial-of-service attacks, designed a botnet model and its
construction method based on machine learning. Based on the analysis of botnet
vulnerability forms and vulnerability diffusion patterns, a botnet vulnerability mining
and countermeasures algorithm was proposed. Through simulation experiments, the
average vulnerability of the algorithm was proved the detection rate exceeds 87%,
and the vulnerability repair rate exceeds 86%. Claire Le Goues et al. [43] used
GenProg, an evolutionary algorithm-based method inspired by biological evolution,
to fix 55 of 105 vulnerabilities. The discovery of vulnerabilities is the key to both
network offense and defense. Artificial intelligence can patch vulnerabilities and is a
powerful tool to assist network defense.

3.2. Intelligent network and log detection

An important measure to defend against the network kill chain is to strengthen
boundary defense. Intrusion detection and prevention systems need to deal with a
large amount of network traffic and log data in daily network security protection and
detection. Traditional detection methods encounter bottlenecks when facing these
massive data, resulting in low processing efficiency of the detection system and poor
detection results. On the contrary, detection methods based on intelligent algorithms
can highly capture the intrinsic relationships and characteristics in these massive
traffic and log data. For example, detection methods can be combined with artificial
intelligence-based strategies such as multi-perceptron and meta-learning to detect
different or complex attack scenarios.

AJ Rodrigues[44] developed an intrusion detection system based on intelligent
logs. The system uses unsupervised learning algorithms for training, especially the
Kmeans algorithm [45] and the One Class SVM algorithm [46]. The results prove
that the system detects intrusion detection in test logs. The accuracy of the exception
log mode is as high as 85%. With the help of artificial intelligence in manually
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processing log files, abnormal information can be detected as soon as possible,
abnormal processing and alarms can be made, and preparations for subsequent
attacks can be made.

3.3 Assisting network security decision-making based on ChatGPT

ChatGPT is also a technology that can be used by security guards rather than
hackers. There are several typical scenarios that have been officially integrated with
ChatGPT [47]: phishing email detection, penetration payload identification, security
document generation, incident response report generation, threat intelligence
processing, etc. ChatGPT has demonstrated outstanding performance in reducing the
cost, complexity, and timeliness of defenders' security operations.

2.4 Intelligent-based active security testing platform

Another representative artificial intelligence-driven network security application
is the active security testing platform based on artificial intelligence. The platform is
based on CDSL-Yak, large language models and knowledge graphs. It also combines
several types of core data accumulation, such as assets, vulnerabilities, and business
information. The platform has efficient and low-cost security risk screening
capabilities and is designed to actively carry out security testing and discover
potential security risks hidden in the enterprise's target environment.

4 Conclusion

4.1 Challenges in Al technology development

At present, the development of artificial intelligence technology still faces
several challenges: The first is the accuracy of prediction. Artificial intelligence
technology has recently been unable to achieve 100% detection accuracy, and in
some cases, there will be some false positives. Second is data integrity. Data is
critical to the utilization of artificial intelligence, but in some specific scenarios, data
collection is difficult. Furthermore, the lack of datasets embodying key features is
also a problem in related research. The third is interpretability. Artificial intelligence
models, especially models based on deep learning that utilize high-dimensional data,
are currently unable to solve problems such as interpretability and data ambiguity.
The fourth is computing resources. With the rise of LLM-related models and
technologies, the requirements for computing power are getting higher and higher,
which has become a realistic requirement for cutting-edge artificial intelligence
research. This is even more critical for some financially strapped regions. The fifth is
public opinion around the world.

4.2 Challenges to network security

In short, Al-based cyberattacks are completely transforming what used to be
labor-intensive and costly attacks into a distributed, intelligent and automated
direction compared to traditional cyberattacks. This is making attacks increasingly
precise and automated. The Al-driven cyberattacks mentioned above are some of the
new challenges in the way of cyberattacks, which can be summarized in the
following three categories of challenges.
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First, the use of Al to learn the characteristics of the environment and enhance
the adaptability and stealth of the attack. In the network environment of the attack
target, the data, behavior, etc. have certain localized characteristics. Attackers use Al
to collect and model the characteristics of data, behavior, etc. in the target network,
and learn the normal data content, transmission frequency, delivery method, and other
environmental characteristics of the target network environment; they refer to the
environmental characteristics to choose the appropriate means of attack, disguise the
attack data as normal data with normal characteristics of the target network, and
disguise the attack behavior as the network behavior of the normal users in the target
network; Realize environment-adaptive attack behavior, data hiding, enhance the
covertness of the attack, and enhance the adaptability of the attack.

Second, the use of artificial intelligence to enhance the effect of distributed
collaboration and improve the robustness of the attack. The attacker introduces
distributed intelligent collaboration algorithms to evolve the traditional unified
scheduling of distributed attack entities by the intelligent center to carry out
collaborative attacks into the autonomous collaboration and group decision-making
of centerless distributed multi-intelligent attack entities, thus improving the
collaboration efficiency between multiple distributed attack nodes, reducing the
dependence on centralized collaborative scheduling, reducing the risk of attack
countermeasures, and enhancing the robustness of attacks.

Third, the use of artificial intelligence to realize the self-evolution of the attack
method and improve the effectiveness of the attack. The attacker uses artificial
intelligence to analyze the attack effect of different attack methods and the possible
countermeasures of the defender, and then automatically selects a new attack
mechanism for the defender's weaknesses, so as to realize the intelligent evolution of
the attack method. For example, the attacker can take the results of the defender's
intrusion detection system as feedback, use artificial intelligence technology to
collect and model the feedback data, establish an attack effect model, dynamically
adjust the appropriate attack method, and circumvent the intrusion detection system.

4.3 Recommendations for responding to Al attack threats

We can also use artificial intelligence to address the global cybersecurity
challenges posed by artificial intelligence. Some suggestions are as follows:

1. Strengthen research and application. Both the state and universities can
promote the construction and enhancement of intelligent network systems that
include attack and defense.

2. Strengthen sharing and utilization. Researchers are encouraged to solve
artificial intelligence data problems in the construction of network attack and defense
technology systems.

3. Strengthen confrontation and assessment. We work together to promote the
development of artificial intelligence cyber-attack and defense technologies in
practical applications, bringing substantial benefits to the country, cooperation and
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