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B mocnemnue rompl HAOMIOJASTCS AaKTUBU3AlMsA OpraHu3anmuii B oOmactu 1uppoBOi
TpaHchopmaliu, IMOA KOTOPOM YacTO MOHUMAIOTCS HMHTErpalus CYIIECTBYIOLUIMX pEIIeHUN B
o0jacTH aBTOMATH3AIMM, BHEAPEHUE CHUCTEM TOJJICPKKH TMPUHATUS PEIICHUH W CHCTEM
ABTOMATUYECKOI'O IMPUHATHS PEUICHUM YpOBHS NpeanpusaTus Ha ocHoBe cpeactB MU u ananmsza
OOJBIINX JTAHHBIX, OMHHKAaHAIBHOE B3aWMOJICHCTBUE C IIOJIb30BATEISIMU, B TOM YHCIE Yepe3
KOMMYHHUKAIIMOHHBIE KaHAJIbI, HETIOJAKOHTPOJbHBIEC MPEANPHUATHIM, TaKie KaKk MOOUIbHAS CBS3b U
JOMallHuK wHTepHeT, uHTerpanus ¢ WT cucremamu koHTpareHTOB mocpeactBoM API uepes
myOnuYHble ceTH. B TO ke BpeMsi 3TO CO37aeT HOBBIE BBI3OBBI B 00JacTU WH(MOPMALMOHHOU
0€30MacCHOCTH W HAJIEKHOCTH HH(POPMAIIMOHHBIX CHCTEM: YBEIWYHBACTCS IMOBEPXHOCTH aTaKu
MH(OPMALIMOHHBIX CUCTEM, TOBbIMaeTcs cioxkHocTh WMT cuctem 3a cuer unterpamuu c I10,
pa3paboTaHHBIM TPETHUMHU CTOpOHaMH, B ToM uucie [1O ¢ OTKpBITBIM HCXOIHBIM KoaoM. Jlis
MpeI0TBPAIEHHS MTOJOOHBIX PUCKOB MHOTHE TOCYIapCcTBa yKecTouaroT TpeboBanus B oonactu Ub.

PeanuzoBath B py4HOM pekuMe 3((EKTUBHBI KOHTPOJb 33 HCIOIHEHUEM PETYJISTOPHBIX
TpeOOBaHUIl HE MPEeCTaBIAETCS BO3MOKHBIM: KU3HEeHHBIN Uk [1O cymiecTBeHHO OTIMYaeTcs OT
KU3HEHHOTO IMKJIAa anmapaTtHbiX pemieHuid. [{uknel BHeceHus uamenenuit B 110, B ornuume oT
anmnapaTHBIX PEeUICHHUH, MOTYT ObITh OY€Hb YaCTHIMU — HECKOJIBKO pa3 B MECHI], a TO U B HEJEIIIO.

Cucrema TOTaNBbHOTO TECTUPOBAHUSI U KOHTpoJisi TpeOoBanuit B oOnactu Wb mpu cronb
YacThIX U3MEHEHUSX MO ce0EeCTOMMOCTH peaau3allid MOKET ObITh CpaBHMMA, a TO U MPEBBIIIATH
CTOMMOCTh peaM3aIiy caMoil HHpOopMaMOHHOM cucTeMbl. OIMH U3 MOAXO0I0B K PEIICHUIO ITHX
Mpo0JieM 3aKIII0YaeTcsl B MPUMEHEHUH METOAO0B MOJIeTbHO-OpUeHTupoBaHHOro noaxoaa (MBSE —
Model Bases System Engineering), KOTOpbIii W3HAUaabHO OBLI pa3paOOTaH M MPUMEHSICTCS IS
peanuzanuu anmapaTHbix cucteM. OCOOEHHOCTh 3TOTO MOJAXO0Ja 3aKIIOYaeTCs B pealu3aliu
IIEJICBOM CUCTEMBI Ha OCHOBE €€ u(ppoBoii Moieu (1uppoBbIe TBOWHUKH/TCHN).

Hama rpynma ycnemHo 3aHumaercs yxke Oojee 10 et pa3paOoTkoil HOBBIX METOAOB U
TEXHOJIOTHYECKHUX T0IX0710B Ha ocHOBe MBSE B 00macTu WHXeHEpUU OONBIINX MPOTPAMMHBIX H
MH(OPMALIMOHHBIX CHCTEM [JIsi MHAYCTPUU TEIEKOMMYHUKAlUW, (PUHAHCOBOTO M OaHKOBCKOTO
CeKTOpoB. B KkauecTBe Hay4YHOW OCHOBBI MbI BBIOpaiM HapaOOTKU B 00JIACTH MPHUKIATHOU
MaTeMaTHYeCKON JIOTHMKH: CEMaHTHYeCKOe MPOrpaMMHUPOBAHHE U HCIIOIHUMBIE CrHenu(UKaImy,
JIOTUKO-BEPOSITHOCTHBIC METOABl W aNroputM Discovery, TEOpHI0O HEUYETKUX MOJICIeH W
CEMaHTHUYECKHE MPEeIMETHO-OpUEHTUPOBaHHKIE A3bIKH (SDSL).
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Digital transformation using Al and information security
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In recent years, organizations have become more active in the field of digital transformation,
which often means integration of existing automation solutions, implementation of decision support
systems and enterprise-level automatic decision-making systems based on Al and big data analysis,
omnichannel interaction with users, including through communication channels outside the control
of enterprises, such as mobile communications and home Internet, and integration with IT systems
of counterparties through APIs. At the same time, it creates new challenges to information security
and the reliability of information systems: increasing the attack surface of information systems,
increasing the complexity of IT systems due to integration with software developed by third parties,
including open source software. To prevent such risks, many governments are tightening IS
requirements.

The software lifecycle differs significantly from that of hardware solutions. Software change
cycles, unlike hardware solutions, can be very frequent — several times a month or even a week.

The system of total testing and control of IS requirements with such frequent changes may be
comparable to, or even exceed, the cost of implementing the information system itself. One
approach to solving these problems is to apply methods of model-based system engineering
(MBSE), which was originally developed and applied for realization of hardware systems. The
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peculiarity of this approach is to implement the target system based on its digital model (digital
twins/shadows).

Our group has been successfully developing new methods and technological approaches
based on MBSE in the field of large software and information systems engineering for the
telecommunications industry, financial and banking sectors for more than 10 years. As a scientific
basis we have chosen the developments in the field of applied mathematical logic: semantic
programming and executable specifications, logic-probabilistic methods and Discovery algorithm,
fuzzy model theory and semantic domain specific languages (sDSL).
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